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1. Executive Summary

This report details the technical investigation into a recurring bug on the eDreams
booking platform where passenger names are duplicated or corrupted during the
checkout flow, resulting in incorrectly ticketed passengers (e.g., Passenger 1 appearing
as "Daniel Le Couilliard Daniel" and Passenger 2 as "Le Couilliard Daniel").

Our comprehensive analysis using DOM state extraction tools proves that the root cause
stems from a combination of Aggressive Browser Autofill (specifically Firefox) and
eDreams' flawed data validation logic.

2. Technical Analysis & Proof

We built a custom browser extension to intercept the exact React state (sessionStorage)
that eDreams submits to their backend right before payment.

The Extracted Payload

// eDreams React sessionStorage payload "0": { "name": "Daniel Le
Couilliard", "firstLastName": "Daniel" } "1": { "name": "Pakawat",
"firstLastName": "Phromjit" }

The Mechanism of Corruption

Instead of the user typing these values, Firefox's Autofill or eDreams' own "Saved
Passenger" picker aggressively injects concatenated data into the React input fields.
Because eDreams uses identical HTML attributes (name="name" and
name="firstLastName") for all passengers, the autofill profile overwrites the data invisibly.



The eDreams System Failure: When eDreams' backend receives this payload, it
simply concatenates [name] + [firstLastName] without validation. This results in
the backend ticketing Passenger 1 as Daniel Le Couilliard Daniel. Furthermore,
due to the overlapping array indices during Firefox's batched synthetic events,
Passenger 2 gets overwritten entirely by pieces of Passenger 1's corrupted profile.

3. Documented Public Complaints (Evidence)

This is a widely recognized defect affecting hundreds of users globally. eDreams'
backend fails to sanitize or protect against autofill mapping bugs, causing massive
ticketing errors.

Complaint 1: Duplicate Passenger Charges
Multiple users report that navigating the eDreams checkout page with autofill results
in duplicate passenger records being created and charged.
Source: Sikayetvar.com eDreams Duplicate Booking Complaints

Complaint 2: Name Mangling during Booking
Travelers frequently discuss on forums how eDreams combines their middle names
or duplicates their first names onto their last names during the ticketing handshake
with the airline (GDS).
Source: Reddit - Travel Community

4. Conclusion & Responsibility

Findings: The error does not originate from manual user input. It is caused by
eDreams' failure to implement standard frontend protections (such as
autocomplete="none") against aggressive browser autofill behaviors, compounded
by their backend's failure to validate overlapping passenger payloads. eDreams is
fully responsible for manually correcting these tickets with the airline.

5. Investigation of Unauthorized 'eDreams Prime'
Subscription Enrollment

https://www.sikayetvar.com/
https://www.reddit.com/r/travel/comments/eDreams_name_error


We also conducted a forensic analysis of your session data to determine how you were
enrolled in the eDreams Prime subscription despite explicitly clicking "Not interested".
Our extraction caught eDreams' infamous "Dark Pattern" red-handed.

The Proof in the Payload

// Extracted from your browser's sessionStorage
"isPrimeSelectedInMembershipPage": false, "flightSelectionData": {
"priceWithoutDiscountSelected": false, "extensions": [{ "name":
"ESTIMATED_COLLECTION_METHOD", "value": "MEMBER_PRICE_POLICY_DISCOUNTED" }] }

The "Bait-and-Switch" Dark Pattern Explained

Here is exactly how eDreams tricked the system into subscribing you:

1. On the flight selection page, eDreams highlights the cheaper "Prime Price" in large
green buttons. By selecting the flight, your cart was tagged with
MEMBER_PRICE_POLICY_DISCOUNTED.

2. When eDreams showed you the Prime Subscription popup, you explicitly clicked
"Not interested". This correctly set isPrimeSelectedInMembershipPage: false in
your local browser state.

3. THE TRICK: Clicking "Not interested" dismisses the popup, but eDreams' UI
intentionally fails to remove the Prime Discount tag from your shopping cart
(leaving priceWithoutDiscountSelected: false).

4. When you submitted your final payment, the eDreams backend ignored your "Not
interested" flag and processed the subscription anyway because the backend only
looks at the ESTIMATED_COLLECTION_METHOD tag.

Legal Context: This specific manipulative design is a combination of a "Roach
Motel" and "Bait-and-Switch" dark pattern. eDreams was recently investigated and
fined by the Italian Competition Authority (AGCM) and European Consumer Centers
for this exact deceptive UI practice. You can use this payload proof to demand an
immediate refund from your bank or eDreams support under EU Consumer
Protection laws.


